
 

ecurity exploit in the SonicPPP internet dial-up 
software
In the PPP software called SonicPPP (for Open Transport) there is a security breach in the password 
storage. If you open up the control panel it will resemble Fig. 1:

 

ig. 1 - The SonicPPP control panel.

With those little •’s over the password (I grayed-out my user id,) this makes a non-pro user feel secure 
and when he/she can’t copy the password then he/she thinks that it’s relly secure.

However, if you open the SonicPPP preferences file with Hex edit you will find your userid somwhere 
close to character number 16 or character number 183 and your password somewhere close to either 
character number 49 or character number 251. The password is stored in plaintext format.

As if this was not bad enough, the phone number to the internet service provider you are using can be 
found somwhere close to character number
797.

Sadly, to tell you the thruth it doesn’t get much harder than this to get passwords from software of this
type.



(This has been tested with connection script active.)

This text file was put together by Mr. 040. If you have any questions or comments, my e-mail address 
is: madmac@swipnet.se

 


